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POWER UP 
YOUR PRIVACY
Find out what you can you do to 
enhance privacy protections

FOR INDIVIDUALS

SECURITY 
The best thing you can do for your 
personal information security is to 
be mindful, and informed.

Check credentials
This means both looking out for 
scammers and considering the 
organisation’s reliability before 
you hand over your information. 

Flex your privacy muscles
Have strong and varied 
passphrases and enable 
multifactor authentication (MFA) 
if it is available. The same goes 
for security updates. Also, be 
socially savvy — watch what you 
share on socials, and check your 
privacy settings.

Do regular ‘health checks’
Be vigilant. Do regular ‘health 
checks’ on any accounts with 
access to your finances. 

ACCOUNTABILITY
Our personal data encapsulates 
who we are. Expect accountability 
from organisations that hold  
this information. 

Expect sound practices
Not good enough on privacy is just 
that — not good enough. Expect 
sound privacy practices from 
organisations that hold or handle 
your information.   

Know your rights
Find out what is required 
of organisations holding or 
handling your data, and how  
to make a complaint.

Champion privacy
By speaking up for privacy, you can 
help make things safer for everyone. 
As new technologies evolve, this is 
particularly important.

TRANSPARENCY
If you are asked to provide your 
personal information or consent, 
think about privacy. What is being 
asked for, and how will it be used? 

Do the housekeeping
Protect your data by looking at 
what information your devices 
and apps hold and can access, 
and remove permissions that 
overstep the mark.

Provide informed consent 
Read privacy information. If it’s 
not clear, ask. If an organisation is 
seeking your consent, you must 
be appropriately informed about 
what you’re consenting to.

Make good choices
Put privacy first. Make your 
starting position ‘no’ – and 
only say ‘yes’ if there is a good 
reason to.
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